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DETAILED ACTION 

This action is in response to an RCE filed on March 27, 2007 for the 
application of Vaid et al., for a "Poisoned error signaling for proactive OS 
recovery" filed December 8, 2003. 

Claims 1-3, 5, 6, 8-10, and 13-27 are pending in the application. 
Claims 1-3, 5, 6, 8, 13-17, and 20-27 have been amended. 
Claims 4, 7, 1 1 and 12 have been cancelled. 
Claims 1-3, 5, 6, 8-10, and 13-27 are rejected under 35 USC § 102. 

Claim Rejections - 35 USC § 101 

In view of the Applicant's amendments, the rejection of claims 21-27 under 
35 USC § 101 has been withdrawn. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for patent or 
(2) a patent granted on an application for patent by another filed in the United States before 
the invention by the applicant for patent, except that an international application filed under 
the treaty defined in section 351 (a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

Claims 1-3, 5, 6, 8-10, and 13-27 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Schultz et al. (U.S. Patent No. 6,948,094). 

The applied reference has a common assignee with the instant 
application. Based upon the earlier effective U.S. filing date of the reference, it 
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constitutes prior art under 35 U.S.C. 102(e). This rejection under 35 U.S.C. 
102(e) might be overcome either by a showing under 37 CFR 1.132 that any 
invention disclosed but not claimed in the reference was derived from the 
inventor of this application and is thus not the invention "by another," or by an 
appropriate showing under 37 CFR 1.131. 

As per claim 1 , Schultz discloses a method of addressing data errors in a 
computer system (Fig. 3), comprising: 

pre-determining a software-programmable data poisoning policy (col. 17, 
lines 10-15, OS error handling policy), to control actions to be taken based on 
different classes of data poisoning events (col. 17, lines 58-61 , data poisoning) 

error-checking a unit of data (Fig. 3); detecting an uncorrectable error in 
the unit of data (col. 15, lines 1-6) 

if the uncorrectable error is detected in the unit of data, based on the pre- 
determined data poisoning policy (col. 17, lines 10-15, OS error handling policy), 
determining if the detected uncorrectable error is a data poisoning event (col. 17, 
lines 58-61, data poisoning) 

marking the unit of data containing a data poisoning event with a software- 
visible bit (col. 15, lines 1-6) 

determining, based on the pre-determined data poisoning policy (col. 17, 
lines 58-61, data poisoning), if the unit of data containing the poisoning event is 
to be acted upon (col. 17, lines 10-15, OS error handling policy) 
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detecting by an operating system the software-visible bit in the data unit 
(col. 15, lines 1-6) and in accordance with the detected software-visible control 
bit and the pre-determined data poisoning policy (col. 17, lines 10-15, OS error 
handling policy), acting, by the operating system of the computer system to 
address the presence of the uncorrectable error data in the unit of data (Fig. 3, 
elements 316, 318), wherein the operating system is not always brought down 
(col. 4, lines 5-10). 

As per claim 2, Schultz discloses applying error-control decoding to the 
unit of data (col. 15, lines 1-6). 

As per claim 3, Schultz discloses correcting any correctable errors in the 
unit of data (Fig. 3, elements 316, 318). 

As per claim 5, Schultz discloses wherein acting to address the presence 
of the uncorrectable error comprises: removing the unit of data including the 
uncorrectable error from use by the operating system (col. 17, lines 58-61). 

As per claim 6, Schultz discloses recovering the unit of data (Fig. 3, 
elements 316, 318). 

As per claim 8, Schultz discloses if the operating system detects the 
software-visible bit (col. 15, lines 1-6), the presence of said indication that the 
unit of data contains a data poisoning event (col. 17, lines 58-61 , data poisoning), 
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determining if the unit of data is in user space (col. 18, lines 17-18); if the unit of 
data is in user space, terminating an application running on the computer system 
and removing the unit of data from use by the operating system (col. 18, lines 27- 
67). 

As per claim 9, Schultz discloses upon detection of an uncorrectable error 
in said unit of data, providing information to said operating system to enable 
recovery of said unit of data (col. 17, lines 1-9). 

As per claim 10, Schultz discloses the information includes a target 
address corresponding to said unit of data (col. 18, lines 27-67). 

As per claim 13, Schultz discloses said detecting is performed by at least 
one of a processor or a memory (Fig. 3). 

As per claim 14, Schultz discloses a computer system comprising: 

a software-programmable data poisoning policy to control actions (col. 17, 

lines 10-15, OS error handling policy) to be taken based on different classes of 

data poisoning events (col. 17, lines 58-61, data poisoning) 
a processor (Fig. 1, element 100) 

at least one error control decoding implementation (Fig. 3) including at 
least one of an error-control decoder (col. 3, lines 3-12), a software to implement 
error-control decoding by the processor, or a firmware to implement error-control 
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decoding in conjunction with the processor (col. 2, lines 14-41), adapted to 
process units of data and to detect if a unit of data contains at least one 
uncorrectable error (col. 11, lines 5-10) 

a module to run on said processor to determine (Fig. 2), based on the pre- 
determined data poisoning policy (col. 17, lines 10-15, OS error handling policy), 
if said uncorrectable error is a data poisoning event (col. 17, lines 58-61, data 
poisoning) and (col. 1 1 , lines 5-10), and, if so, to mark a unit of data containing 
said uncorrectable error (col. 15, lines 1-6) 

an operating system to run on said processor (Fig. 2), the operating 
system to determine, based on the pre-determined data poisoning policy, if a 
particular data poisoning event is to be acted upon or not (col. 17, lines 10-15, 
OS error handling policy), the operating system adapted to detect the marked 
unit of data and to act to mitigate the detected uncorrectable error (col. 1 1 , lines 
5-1 0) without always bringing down the operating system upon detection of the 
marked unit of data (col. 4, lines 5-1 0). 

As per claim 15, Schultz discloses a memory coupled to said error control 
decoding implementation (col. 3, lines 3-12) wherein the error-control decoding 
implementation is adapted to process units of data stored in the memory (col. 9, 
lines 36-50). 

As per claim 16, Schultz discloses wherein said memory comprises: a 
processor cache (col. 9, lines 36-50). 
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As per claim 17, Schultz discloses at least one bus coupled to said error- 
control decoding implementation (col. 3, lines 3-12) wherein the error-control 
decoding implementation is adapted to process units of data passing through the 
bus (col. 9, lines 66-67 through col. 10, lines 1-12). 

As per claim 18, Schultz discloses logic adapted to control signaling of 
information relating to one or more uncorrectable data errors (col. 1 1 , lines 5-24). 

As per claim 19, Schultz discloses the logic comprises: programmable 
logic (col. 1 1 , lines 5-24). 

As per claim 20, Schultz discloses the information includes a target 
address corresponding to a unit of data containing the detected uncorrectable 
error (col. 19 TABLE C, Target_Address_Valid_Bit). 

As per claim 21, Schultz discloses a physical machine-accessible storage 
medium containing software code (col. 2, lines 14-41) that, when read by a 
computer, causes the computer to perform a method comprising: 

pre-determining a software-programmable data poisoning policy (col. 17, 
lines 10-15, OS error handling policy), to control actions to be taken based on 
different classes of data poisoning events (col. 17, lines 58-61 , data poisoning) 

error-checking a unit of data (Fig. 3) 
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if an uncorrectable error is detected in the unit of data, based on the pre- 
determined data poisoning policy (col. 17, lines 10-15, OS error handling policy), 
determining if the detected uncorrectable error is a data poisoning event (col. 17, 
lines 58-61 , data poisoning) 

and if so, marking the unit of data containing a data poisoning event with a 
software-visible bit (col. 15, lines 1-6) 

determining, based on the pre-determined data poisoning policy (col. 17, 
lines 58-61, data poisoning), if the unit of data containing the poisoning event is 
to be acted upon (col. 17, lines 10-15, OS error handling policy) 

and if so, detecting by an operating system of the computer, the software- 
visible bit in the unit of data (col. 15, lines 1-6) 

and in accordance with the detected software-visible control bit and the 
pre-determined data poisoning policy (col. 17, lines 10-15, OS error handling 
policy), acting, by the operating system of the computer to address the presence 
of the uncorrectable error data in the unit of data (Fig. 3, elements 316, 318), 
wherein the operating system is not always brought down (col. 4, lines 5-10). 

As per claim 22, Schultz discloses if the operating system detects the 
software-visible bit (col. 15, lines 1-6), determining if the unit of data is in user 
space (col. 18, lines 17-18); if the unit of data is in user space, terminating an 
application running on the computer system and removing the unit of data from 
use by the operating system (col. 18, lines 27-67). 



Application/Control Number: 10/728,836 Page 9 

Art Unit: 2113 

As per claim 23, Schultz discloses wherein said acting upon the presence 
of the uncorrectable error comprises: removing the. unit of data from use by the 
operating system (col. 17, lines 58-61). 

As per claim 24, Schultz discloses a computer system comprising: 
a processor (Fig. 1, element 100) and a physical machine-accessible storage 
medium to be coupled to the processor, the processor to access the machine- 
accessible storage medium and to execute software code stored on the machine- 
accessible storage medium (col. 2, lines 14-41), to cause the computer system to 
perform a method comprising: 

pre-determining a software-programmable data poisoning policy (col. 17, 
lines 10-15, OS error handling policy), to control actions to be taken based on 
different classes of data poisoning events (col. 17, lines 58-61, data poisoning) 

error-checking a unit of data (Fig. 3) 

if an uncorrectable error is detected in the unit of data, based on the pre- 
determined data poisoning policy (col. 17, lines 10-15, OS error handling policy), 
determining if the detected uncorrectable error is a data poisoning event (col. 17, 
lines 58-61, data poisoning) 

and if so, marking the unit of data containing a data poisoning event with a 
software-visible bit (col. 15, lines 1-6) 

determining, based on the pre-determined data poisoning policy (col. 17, 
lines 58-61, data poisoning) , if the unit of data containing the poisoning event is 
to be acted upon (col. 17, lines 10-15, OS error handling policy) 
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and if so, detecting by an operating system of the computer, the software- 
visible bit in the unit of data (col. 15, lines 1-6) 

and in accordance with the detected software-visible control bit and the 
pre-determined data poisoning policy (col. 17, lines 10-15, OS error handling 
policy), acting, by the operating system of the computer to address the presence 
of the uncorrectable error data in the unit of data (Fig. 3, elements 316, 318), 
wherein the operating system is not always brought down (col. 4, lines 5-10). 

As per claim 25, Schultz discloses if the operating system detects the 
presence software-visible bit, determining if the unit of data is in user space (col. 
18, lines 17-18); if the unit of data is in user space, terminating an application 
running on the computer system and removing the unit of data from use by the 
operating system (col. 18, lines 27-67). 

As per claim 26, Schultz discloses wherein said acting upon the presence 
of the uncorrectable error comprises: removing the unit of data from use by the 
operating system (col. 17, lines 58-61). 

As per claim 27, Schultz discloses at least one bus (col. 4, lines 60-65) to 
couple the processor with the machine-accessible storage medium (col. 2, lines 
14-20). 
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Response to Arguments 



Applicant's arguments filed March 27, 2007 with respect to claims 1,14, 
21, and 24 have been considered but are moot in view of the new ground(s) of 
rejection. 



Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Elmira Mehrmanesh whose telephone 
number is (571) 272-5531. The examiner can normally be reached on 9-5 M-F. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Robert W. Beausoliel can be reached on (571) 272-3645. 
The fax phone number for the organization where this application or proceeding 
is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 
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